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Improved Process and Apparatus for email Haadling 



Technical Field 



The present invention relates to an improved 
composing > sending and oflierwise handling electronio mail 
although not exclusively, the present invention relates to a 
unwanted or untimely transmission of email and for ei 
includes any desired attachments and incorporates the reqpred 

Background Art 



Electronic mail exhibits a substantial number of advantages when compared to 
paper mail or verbal commimication. One of the most powerfiil of these is the speed 
with which email can be composed and sent Using any [commonly available email 
application, an electronic ootomunication incorporating tex: \^ graphics^ file attachments, 
vrls (unifonn record locators) and the like, can be quickly compiled and transmitted to 
one or more email recipients. This effectively instanlaneou 5 transmission can however 
have undesirable consequ^ices in situations where an ill - 
incorrect email is sent 



process and apparatus for 
(email). More particularly, 
method for preventing the 
that email which is sent 
content. 



considered, incomplete or 



Additionally, using most cmsH applications^ it is pes ^ible to simultaneously send 
email to a very large number of recipients. The strength of t us functionality can also be 
a significant weakness as the consequences of a mistake ca: x propagate to an extremely 
large numb^ of email recipients in a very short time. For example, a sender may send 
an email to a group of meeting attendees advising them of an upcgming meeting, but 
forget to attach an agenda document to the enudl. The resulting confusion and 
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subsequent exchange of emails defeats the imuiediacy and convenience of email as an 
effective tool for communication. 

i 

A number of solutions have been devised in an iattempt to overcome this 
problem. One example is the "tecair function of Microsoft® Outlook®, This function 
allows a sender to retain some control over email after it is sent However, it is only 
possible to replace or delete messages, which have been sent to a recipient who is not 
logged on, has not read the message or has not moved it oat of their Inbox. As most 
people tend to read their incoming email regularly, this approach has only limited ufihty. 
Undesirably, the recall function can also draw attentioji to a sender's mistalren 
Iransmission of an email and subsequent attempts to recall it. 

! 
! 

A slightly more sophisticated approach is described in Japanese Patent Abstract 
,05-191 129, assigned to OKIElectric Co Ltd. However, thisllecbnique is analogous toa 
groupware document sharing system ^ere documents produced by an author are 
managed in temis of access pemodssion, revision history ai id latency in relation to the 
availability of a specified document to one or more usos. 1 he system described hi this 
document is relatively complicated to inclement and operat 3 and requires that an author 
simultaneously manage sent, received and stored mail: 

The present invention is directed to an email hand ing method and ggjparatus, 
allows a u&et to retain a useful degree of contt>l over his or her email 
communications, paiticuJarly in terms of reducmg the risk of sending unwanted or 
incorrect emaiL The mvention also aims to provide this fan< tionality m a w^y which can 
be readily implemented and which operates wilhout excesi i ve user adaptation. 



HP 50006855 SPEC 



Printed:22-05-2001 



jf'ax regu ae 



10-01-2001 



10 



15 



2|0 

1 



4^P01 41 0001.0 



15:43 



[SPEC 



Pisclosorc of the Invention 

! 

\ In one aspect the present invention provides for ;a method of operating an 

. electronic mail (email) system including the steps of: 

\ (a) enabling a sender to compose an emai 1 and initiate a soad operation to one or 

raorexecipients in respect of the einsdl; i 

(b) intercepting the email sent by ^e sender; 

(c) presenting the email to the sender in such a way that the sender can amend 
the email; and 

depeident 



(d) in response to a specified triggering event 
senders ttansmission ctitma, transmitting the 
recipients. 



on satisfaction of the 
email to tiie one or inore 



According to the mvention,^ senders can ensure that their outgoing email is. 
accurate^ incorporates any files which they may want to include as attachments and that 
the email is being sent to the correct rec]pient(s). The inv^tion also allows the nser to 
consider whether it is in fact desirable to send the email concerned. This latto: issue may 
be particulaily important given the developing body of law concerning defamation on 
the internet as well as legal privilege in relation to email, IThe invention may also be 



readily impJeroented in the context of an existing email system without substantial 
modification to the system architecture. 

In a preferred embodiment, the triggering event may correspond to a user not 
aborting the transmission of the email widiin a specified delay period, whereupon at the 
end of the delay period, the email is automatically sent to the recq>ient(s) with no 
intervention. I 

In a fixrth^ embodiment, the triggering event may correspond to the sender 
opening the email and taking no action, for example^ to amend the email, and then 
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closing the email, wh^eopon the email is irnmediately sen 
fiirfli^: intervention. 



to the recipicnt(s) with no 



These altemalive embodimraits provide significant a< Ivantage in that fhey require 
little inpnt from the sender otho- thaa relatively passive cjonjBrmation that the email 
should be sent in its origuial form. 



event may coixespond 1 



In yet a further embodimeat, the triggering 
proactively confirming that the email should be swt, 
immediately transmitted to the recipient(s) with no intervetrtion. 



The sender may specify the delay period or it may 



tipnal interv ening stepi 



The transmission step may include addi 
the email or handling the email by mail-senrers or any 
required by the particular email implementation or system 



IS such as spooluig 
< >tber operations as may be 
architecture. 



may amend the email and 



Altematively, following step (c). above, the sendei 
resend it in accordance with either step (b) above whereupon the emaU is again 
subjected to Ae transmission criteria, or step (d) above wb re the email is immediately 
transmitted to the recipient(s) with no further intervention, 



In yet a further anbodiment of the invention, if the 
recipient of the email, the email is transmitted to the sende 



to the sender 
whereupon the email is 



>e globally set. 



above, otherwise the email is transmitted immediately to t le one or more recipients. 
Brief Description of the Drawings 

The present mvention will now be described by way of example only and with 
reference to the drawings in which: 

! 

Figure 1: illustrates a flow diagram iocludiDg an emailmom^ 



sender is identified as a co- 
in accordance with step (c) 
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Figuie 2: illustrates an alternative embodiment of 2m email haadling protocol 
which checks for the sender as a ledpient; and 



Figures 3a and b: illustrates simplified schematic dis^ramis of two embodimenls of an 
^nail checldng sy stdn architecture. 



Best Mode for Carryinag Out the Invention 



context 



The following description will be given in the < 
running on a standalone computer. However, this is not tc 
application. U will be clear to the skilled person that, witt 
inventioiL may be adapted for use in. a varieiy of email 1 
architectures including networks, dialu^' connections and 



Referring to figure 1 , an embodiment of the invention is shown. Initially a user 
composes (100) an emaU. Hie emaU may inclxide text, graphics, attached files or any 
other form of electronic conmmnication. A number of suitable formats, mail int^aces 
and file formats are well known in the art and will notbe discussed in detail. Once the 
email is composed (100) and> where relevant, file(s) attacli ed» the user initiates a send 
operation (101). In accordance with the described embodiment, once the email is sent 
(or more accurately ^submitted* to the email system of the present invention) the 
system automaticaUy intercepts the email and presents it to the original sender (103). 
The sender then has the opportunity to review and amend the email. 



>f an email application 
be X)nstrued as a limiting 
suitable modification, the 
ionplementations and system 
the like. 



If certain transmission criteria are satisfied, the sender initiates a triggering 
event that causes the email to be transmitted to the recipients. 



Transmission oriteria correspond to the specified basis upon which the decision 
to send the email is made. Examples of transmission crice:^a include simply checking 
the email for spelling and grammar or perhaps ensuring thfit an intended attachment is 
included widi the outgoing email. 
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Triggering events may vary dq»endmg on the specific iroplementation of the 
I email system. Examples of triggering evemis include a user proactivdy signaling to tbe 
j email application that it is to proceed with sending the email to the recipients, the 
! lapse of a specified time delay or possibly the aa of the user opening and closing the 
pending email with or without amending it. Other triggering events may be possible 
depending on how the mail checking fimctionality is implemented. It is preferable 
however, that the user is presented with the outgomg email for checking in as nort- 
invasive manner as possible. It Should not overly interrupt flie users habitual flow of 
email cbacvposition, checldng and tnmsmission- 

Iiiaualternativeembodiment,thetriggeringeve4may take the form of the 
system mitializing a time delay once the email is presented to and opened by the 
sender. If the sender reviews (opens) tbe emaa, checks that it satisfies the 
transmission criteria, and makes no amendmients or does n >t abort the sending process 
(107, 108) ttie email is automatically transmitted to the recipients. If a time delay is 
implemented, and it lapses wMs the ematt is open, the email is not sent while the 
email is open. 

I When tbe enoail is interrepted and the user presented wifli fire email (103), the 

transmission criteriamiQrnot be satisfied. The email may require amendment, perhaps 
by adding an omitted attadnnent or correcting spelling etc j(105). Once this is done the 
email may be immediately transmitted to the recipieat(s) ( 1 11) or transmitted back for 
presentation to the sender (110) for a further check. In mo^t cases it is likely that only 
one iteration of the dieckmg step will be needed. Howevd, the possibility of multiple 
revisions should not be excluded. . 

Figure 2 illustrates an alternative embodiment in which the system 
automaticaUy checks (203) for die existence of the user in the recipient list. The user 
may be listed in the "cc:" "bcc:"! or "to:" fields. If the user is listed in any of these 
fields, the anail is intercqrted ajid transmitted back to the sendo: (204) where the 
check for transmission criteria (205) is carried out m a sinlilar manner as in Figure 1. 
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I If the sender is not in the recipient list, according to this e nbodiment, the email may 
I be aDtomadcally and unmediately transmitted to the recip; ent|. Accordingly, adding 

the sender to the recipient list is a way of signaling to the S] rsteijn that the email should 

be checked. 

In a preferred embodiment, the checking functioi ality is integrated into the 
existing email ^plication as much as possible. This is t r avoid the met having to 
change his or her email habits. Accordingly > it would be preferable that an existing 
system be modified to be able to distinguish between a.pen ling email and a confirmed 
email. In one embodhnent, die email for checking is presented to the sender by 
placing it in the senders INBOX. When the sender opens 1 he email for checking, it is 
opened in a special mode diat allows editiilg and incorpc rates a ''confirm send" or 
similarly identified option. The email may be identified aid distinguished according 
the following implementations. The syst^ may analyse tl e ''FROM" field, sent date 
and a mail-check flag. If the "FROM" field equals or inch des the users email address 
and the sent date+timeottt period is prior to the current date,| 



checked and is thus, on sending, intercepted presented to 



then the email is to be 



the sender. TKis may be a 



t is • x)nsidered that a better 



less preferable approach where aliasing is sui^ported by 
email address may be changed when the email is relayed. 
q>proach might be to add a TAG to the. senders outgoing. email. This tag can be 
interpreted by the email client and as it is configured to correspond to a ""present to . 
sender" instruction, it will not affect other email. The tag i 
user-defined field or extension field in the email header in 



the 



SMTP as the senders 



could be implemented as a 
accordance with RFC-822. 



Odier implenientation embodiments may be viable depending ( 
situafion or existing email system. For example^ the pend^g < 



on die particular 
email might be held in a 

separate INBOX or accessed through a separate dialogue pox/menn so that fiie sender 



is compelled to check the outgoing email within certain ^edjfied time limits. 



schematic 



Figure 3a and 3b illustrates highly simplified 
standalone and client/server ardiitecture showing how thelmajl 
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may be implemented. Refeiring to IHgure 3a, a computer (300) includes an interface 
(301) such as a keyboard and monitor. The computer also includes at least one 
microprocessor and memory means. In this embodiment, the email application (305) 
opea^tes locaUy and tiie data corresponding to the email (306) is preferably stored 
locally. As can be seen, all of the email handling is carried out on the local machine 



editing (where necessary) 
exanqile, the senders PC. 
such as a LAN, network. 



whereby the stq)5 of interc^tion, presentation, checking, 
and finally sending to recipients iaure all performed on, for 
Once confirmed, the email is sait via a connection (303) 

djahq>, wireless or similar coniiecticai. Once chedced and confirmed, the email is sent 
to an email server (302) for spoolmg and forwarding (304) according to known email 
handling techniques. 

The same mail-dicddng features illustrated in ij^igores 1 and 2 could be 
hnplemented at the server level. Infliis inq)lementatiDn, die communication protocol 
would operate so thait the server woiild not send the waaili until die checking process 
has been ctmpl&ed. In one embodiment, the server would intercept the emaU flien 
present it to the original sender while keeping locally a copy for forwarding to the 
recipient(s) if no amendments are made. If, for exampl«i, a specified delay passes 
wifliout user intervention once die user has read die email i >r some odier transmission 
criteria satisfied, die client application would instruct tie server to proceed widi 
sendmg the email to the recipients. However, if die send ;r, via the client software, 
signals an abort command, amends die email or initiate a smiilar failure of the 
transmissiQn criiexia, die server is notified and frees its tuad queue without sendmg 
the pendmg eoiail to the recipieat(s). This embodunent is shown in highly schematic 
form in Figure 3b. Here, the clieot machine inchides (as before) a user hiterfece (301) 
and at least one processor and associated manory. The t mail may be held resident 
locally (308) while the user is composing it. Once completed, the emafl is transmitted 
(309) to die emaU server application (316) running on die server (315). The server 
cairies out a similar procedure as discussed above: the .email for checking is 
intercepted, presented to die user (310) and if die transmissi9n criteria are satisfied, 
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server 



the user initiatas a triggering event which causes the 
desired recipients (311). Although this procedure is noi 
SMTP protocol, it is considered that implementing this 
the scope of one skilled inihe art and be an extension or 
with RFC 821. 
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to send the email to the 
supported by the present 
fiinctionaliiy would be within 
modification in accordance 



Thus it can be seen ttiat the invention provide for dn effective way of allowing 
users to retain more control over tbeir email content. The method may be readily 
impl^ented or integrated into existing^electronic mail systems and is envisaged to 
operate with relatively little interference to the user oflier H lan requiring (bem to check 
their work at the appropriate stage(s). Modifications mfght include providing the 
functionality of the invention as an option that may be 
system administrator or at user level. 



activated/deactivated by a 



Although the invention has been described by way of example and with 
reference to particular etnbodiments it is to be understood that modification and/or 
improvements may be made without departing from the scope of the appended claims. 



Where in the foregoing description reference has 
elements having known equivalents^ then such equivalents 
individaaJly set forth. 



been made to integers or 
ire herein Incorporated as if 
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CLAIMS 

A mefliod of operatixig an electronic mail (eaiiail) syst m including the steps of: 

(e) enabling a sender to compose an email and initiate a send operation to one or 
more recipients in respect of the email; 

(f) intercepting the email secit by the sender; 

(g) presenting the email to tt? sender in such a way thkt the sender can amend the 



email; and 



(h) in response to a specified triggering event 
tenders transmission mteiia, transmitting the 
redpients. 



lent on satisfiiction of the 
Amail to tbe one or more 



A method as claimed hi claim 1 wherem the triggerifig event includes a sender 
input 



triggering evoit 



A method as claimed in claim 1 wherein the 
not aborting the transmission of the email within 
whereupon at the end of the delay period, flie email 
recipient(s) with no interventiott. 



s 



corresponds to a user 
a specified delay period, 
antomaticaDy sent to the 



A method as clahned in claim I wherein the triggering event corresponds to the 
sender opening the email and taking no action, then cl >5ing the email, whereupon 
the email is immediately sent to the recipient(s) with : lo further intervention. 

A method as claimed hi claim 1 wherein the triggeri ig event corresponds to the 
sender proactively confirming that the email should be sent, whereupon the email is 
immediately fransmitted to the recipieat(s) with no intervention. 
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A method as claimed in claim 3 wherein either the seadra: specifies the delay pOTod 
or it may be globally set. 

A method as claimed in any one of claims 1 to 6 claim wherein the transmission 
step includes additional intervening steps such as spooling the email or handling 
the email by mail-servers or any other operations as may be required by the 
particular email implementation or system architectur ^ 

A method as claimed in any one of claims 1 to 7 wlierem following step (c) in 
claim 1, the sender amends the email and initiates a s^d operation in accordance 
with either step (b) in claim 1 whereupon the emai in again siibjected to the 
transmission criteria, or the email: is processed in accoi Jance with step (d) in claim 
1 where the email is unmediately transmitted to the ]'eGipient($) with no fiirther 
intervention. 



A method as claimed in claim 1 including the step o: 
is listed as a recipient of the email and if the sender is 
the email, tiie email is processed in accordance with 
email is transmitted inunediately to the one or more 



f c tiecking ^ 



whether the sender 
identified as a co-recipient of 
step (c) above, otherwise the 



recipients. 

A computer or network of computers adapted to ope rate in accordance with the 
method of any one of claims 1 to 9. 

Computer readable media adapted to operate a computer or network of computers 
in accordance with any one of claims 1 to 9. 



1 2, A method of handling electronic mail (emaU) includi ig the steps of: 



int^epting an email composed and sent by 
recipients; 
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presenting the email to the sender, in editable form, for ^proval; and 
followiag approval, transmitting the email to the one or more recipients. 
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ABSTRACT OF THE DISCLOSURE 

Improved Frocks and Apparatus for email Handling 

! 

A me^od and apparatus for handling email is described. The method includes tie step of 
ic -transmitting a sent email to the originating smdcr wher j an intervening check of 
s] lecified transmission criteria is inchided. In a preferred eml»odim^t the transmission 
G iteri a may include checking the email for content, any require jd attachments and the like. 
I i response to such transmission criteria, the user can elect to send the email with or 
V ilhout amendment. Jn an alteroative embodiment, the method checks for the presence of 
tne sendar in the cc: bcc: or to: list and depending on the riclusion of the sender, the 
s] rstem proceeds with smding the email or resubmits it for aciecking step. The invention 
cm be applied to a variety of system architectures including networks, client/s^ver 
s;rstems and the like. 
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100. compose email 



101. send «naii 



103. transmit back to 
sender 



104. transraission 
criteria satisfi^? 



105. amend email 



I. 



110. recheck 



111. immediate 
transmit 



112- transmit to 
recipients 




Figure 1. 
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oission 



107. senjler reviews 
email with no 
amendmeiit 



m de 


lay period 


passes wi 


tliout sender 


interventi 


maDdemaU 


not mod 


ified by the 
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nder 
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305 
306 



\ 



300 



/ 

303 

Figure 3a 



308 



309 



t \ 



301 



310 



Figure 3b 
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200. compose email 



T 



201. send email 



203. is sender in 
recipient list? 



yes^ 




204 • present emaa to 
sender 



205, transmission 
criteria satisfied? 



206. sender confirms 
tansmission 



209. amend email 



1 



210. redteck 



1 



207. sender reviews 
email with no 
junendment 



208. delay period 
passep without sender 
and email 
i|nodified by the 
sender 



intervention 



not 



211. immediate 
transmit 



212. transmit to 
recipients 



Figure 2- 



-H.i?_50.00.685S SPEC 



Printed:22-05-2001 

1-^ 



15 



This Page is Inserted by IBFW Indexing and Scanning 
Operations and is not part of the Official Record 

BEST AVAILABLE IMAGES 

Defective images within this^document are accurate representations of the original 
documents submitted by the applicant. 

Defects in the images include but are not limited to the items checked: 

□ BLACK BORDERS 

□ IMAGE CUT OFF AT TOP, BOTTOM OR SroES 

□ FADED TEXT OR DRAWING 
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□ SKEWED/SLANTED IMAGES 

□ COLOR OR BLACK AND WHITE PHOTOGRAPHS 
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^GRAY SCALE DOCUMENTS 
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